Abstract-Cloud computing is the next generation architecture of IT enterprise. It allows to move the application software and databases to the centralized large data centers, as the data are stored in the cloud there arises a critical factor of increasing the security and confidentiality issues. Thus, the study of this problem is resolved in the proposed system which has two-layer encryption for ensuring the data confidentiality. The outer layer encryption is achieved by the cloud side and inner layer encryption is performed by data owner. The encrypted files don't store directly, it will be stored into different databases of server location which improves the security and also availability of the data unaffected.
I. INTRODUCTION
loud computing is rapidly growing due the increase in amount of data, computation and requires minimal configuration. The cloud generally transforms all the request of the users' request to a service, these services are provided from/to cloud by means of internet [2] . The main characteristics of cloud is that it delivers the services whenever and wherever required by the user. It provides flexibility, on demand network access to a shared pool of configurable computing resources etc. Also, it provides simplicity, minimal management effort and user-friendly interaction between the client and the application provided by the cloud. Simultaneously it makes all services affordable without heavy investment. The user need not to have the knowledge of implementation or control over the technology in the cloud [1] .
As cloud has a lot of merits but it does have a loophole too. The pitfalls of cloud are security concerns, thwarting the wide adaptability of the public cloud [3] .
Cloud storage is one of the important services offered to the user. These services allow data owner to move the data from their personal computer(PC) to the cloud. However, when the data is stored in the remote location which may lead to security threats. Once the data is being stored on the internet there may arise a chance to lose the data privacy, integrity or confidentiality of the data. This would happen in any infrastructure, this is because data loss could happen in any infrastructure, regardless of the highest degree of measures service provider would take.
As security of the data is more concerned in the cloud there are several methodologies used to provide data privacy.
One of the method is cryptography techniques. Security is the main concern in cloud as the user's data are stored into it. Some business information which are highly confidential and can't lose their data by the intruder has to invest a lot to make sure that the data which is been stored in the cloud is secured and maintains privacy.
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In the first aspect the data confidentiality and data access play a vital role. SeDaSC methodology encrypts a file with single encryption key. In this, RSA algorithm is used to generate the secret key. But the secret key has varying size which lead to scalability issues.
In the second aspect for security, two-layer mechanism is used for providing efficient and computationally light security procedure. RSA is used for key exchange and AES is used for encryption and decryption. Here steganography technique is used for hiding the data.
In the third aspect single key is used by the data owner to distribute a single key to a user for sharing a large number of documents.
The fourth aspect provides data storage and security in cloud using public key crypto system RSA. In this the security service includes key generation, encryption and decryption in virtual environment.
The fifth deals with the method of data protection in which data is broken into fragments and stored across a set of different storage medium using the erasure coding. This mainly focuses on the data storage and providing an efficient environment.
The sixth aspect is enabling data integrity protection in cloud by regenerating code. Here multiple copies of the data are generated to avoid the integrity problem in future.
Therefore, the proposed system holds a secured cloud storage by splitting the data in different storage medium and also providing a two-layer encryption for the data in the cloud. All the data are encrypted onto the cloud. 
II. RELATED WORKS
The data stored in cloud can be accessed anytime and from anywhere. The data reliability in cloud storage has always been a challenging task. Many researchers have contributed to this issue and formalized with various methods to better optimize the parking lot to serve the needs.
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Volume 04 Athanasioss V. Vasilakos and Mazhar Ali [1] Proposed a secure data sharing in cloud methodology that provides:1) data condentiality and integrity; 2) access control 3) data sharing without using compute-intensive re-encryption.
This methodology uses single key to encrypt the file. Another key share is stored by a third party. this result of this method is effectively used for secure data sharing in the cloud.
A. Ashosk Kumar, A. Jagan and Santhosha [2] , proposed a two-layer mechanism which provides efficient and computationally light security procedure. In this the first layer is the public key cryptography and in the second layer stenography is used. In this methodology RSA algorithm is used for key exchange and AES algorithm is used for encryption and decryption. The result of this model is computationally very light so availability of the data is unaffected.
Baojiang Cui,Zheli Liu [3] ,proposed a novel concept of key aggregate searchable encryption(KASE).in this model the data owner needs to distribute a single key to the user for sharing a large number of documents and the user only required to submit the proposed schemes.
Pachipala Yellamma, Challa Narasimham, Velagapudi sreenivas [4] proposed a data security in cloud by using RSA algorithm , it mainly focus on issues relating to the cloud data storage methods and security in virtual environment. Method for providing data storage and security in cloud using public key cryptosystem RSA. Further, describes the security services includes key generation, encryption and decryption in virtual environment.
Zhang, Hui Li and Robert Li [5] , proposed distributed repair method based on general erasure codes to alleviate the burden on both the recovery computation and network traffic.in this by distributing recovery computation among helpers can divert the whole calculation process and accelerate the system pace. Combining this with network topology to minimize the repair traffic.
Henry, Chen and Patrick [6] , designed and implemented a practical data integrity protection (DIP) scheme for a specific regenerating code, while preserving its intrinsic properties of fault tolerance and repair-traffic is saving. The integrity of the outsourced data against general or malicious corruptions and intruders are verified and also using this DIP scheme the remote integrity checking can be feasibility integrated into the regenerating codes.
Liu, Huang and the fellow members [7] developed a public auditing scheme for the regenerating-code for failed authenticators. In the absence of the data owner certain authentication issues may arise and this proposed model introduces a proxy which uses the public auditing system model. This will completely remove the burden of the data owner. In this model data privacy can be achieved through a pseudo random function and it is provable that the scheme is secured under oracle model and cloud-based storage.
The first attempt to formally address the problem of authorized data reduplication was made by Jin Li, Kit Li, Chen and Patrick [8] . This model differs from traditional duplication system.to achieve confidentiality of the sensitive data supporting duplication they proposed a model that encrypts the data before outsourcing. In hybrid cloud architecture the proposed model presents many duplication constructions which checks for authorized duplication. as a proof of concept, the prototype introduced in the model checks the duplicates and conducts test bed experiments. The authorized duplicate check scheme reduces the overhead of authorization.
Y. Wang, D. Wei, X. Yin and X. Wang [9] reconsidered the problem of minimizing regeneration time in networks with heterogeneous link capacities. It derives the minimum amount of data to be transmitted through each link to preserve data integrity and prove that, building an optimal regeneration tree is NP-complete and propose a heuristic algorithm for a near-optimal solution. A flexible regeneration scheme is introduced, which allows providers to generate different amount of coded data. Simulation results show that the flexible tree-structured regeneration scheme can reduce the regeneration time significantly.
Chen, Patrick, Yang Tang [10] presented a fault tolerance system that splits data across multiple cloud vendors. Using data redundancy, the data has to be recovered from the failed cloud server by using other live cloud servers. NCCloud is a proxy-based storage system for fault tolerant storage. Which is cost efficient for single cloud failure. This NCCloud laid on top of network coding-based storage scheme, which maintains the same fault tolerance and data redundancy using erasure coding. This provides less traffic and hence low cost for data transferring. This scheme is also known as functional minimum storage regenerating (FMSR) codes. The FMSR codes saves the monetary cost over repairing and also provides good response time in upload and download.
Wang, Chow and fellow members [11] focused on the burden of storage and computation by outsourcing large data stored in the servers. Also considering resorting to data reduplication technique in dynamic data operations for CSP which needs to achieve the goal of reducing the costs. They proposed a secured cloud storage by generating a general public auditing system for combining the data reduplication with the dynamic data operations. The performance of the system is highly efficient and more secured.
Demakis, Martin, Godfrey and Kannan Ramachandran [12] propose the notion of regenerating codes, which is used to reduce the repair bandwidth. This code allows new nodes to communicate the function of the stored data from the live nodes. The tradeoff between storage and repair bandwidth can be constructed on a graph by invoking it results in network coding which are used to introduce the regenerating codes that can be achieved at any point in the finest tradeoff.
III. PROPOSED DESIGN
A. System Overview In the proposed model the user has to register to cloud and log in. Thus, the proposed system ensures that the data which is stored in highly confidential and maintains a high-level security of the data.
The two-layer encryption is used, which allows to make it more secured. For example, when the data owner uploads the file it will be encrypted and then sent it to the cloud. When the cloud gets the encrypted file, it will get the size of the file and re-encrypt the file and split up as chunks, further it will be stored in different database of the server. The two algorithms mainly used are RSA and SHA-256. RSA algorithm is used for generating public key and private key simultaneously. SHA algorithm is used for encrypting the files. Once the file is encrypted and stored in the cloud server and it can only be decrypted by using the secret key and the public key. Here the public key is used by the cloud for re-encrypting the data and for the split-up part. Thus, when the data user who wants to access the data of the data owner required getting the secret key from the data owner and then the public key will also be shared meanwhile.
To access the data the user needs to enter the public key to encrypt the outer layer and merge all the files.
The user needs to enter the secret key to decrypt the inner layer for accessing the data. Merkle Hash Tree algorithm is used for data splitting and data binding.
The data owner encrypts the data and then sent it to the cloud. The cloud re-encrypts the data sent by data owner and it will stored in the cloud server.
Here when the cloud re-encrypts the data it is split into chunks and then stored into different database. In the proposed model the inner layer encryption is done by the data owner and the outer layer encryption by cloud.
When the user wants to access the data of the data owner it needs to get the secret key from the data owner. once it enters the cloud by mutual key outer layer encryption will be decrypted and then by giving the secret key from the data owner inner layer will be decrypted. In this model there are twolayer i.e.; inner layer encryption and outer layer encryption along with data splitting into chunks these in reduces the security threats even if a part of data is losing it privacy it can't be decrypted as it requires to know the exact key being used for decryption.
B. System Description
The description of the system components is provided as modules:
User Interface
User is going to download the data from the Cloud server. To access the data, the users have to register their details with the cloud server. This information will be stored in the database for the future authentication. Data Owner is going to upload the data in the Cloud Server. For this, they have to register in the Cloud Server. Once registered, the space will be allotted to the Data Owner.
Encryption
Data owner will upload their data to the cloud server. Both the upload and the file request are handled by the main Cloud Server and it maintain all the details about the files. The data is encrypted using RSA algorithm. In cloud, data are split and stored for security.
Upload
When data is uploaded, the data owner encrypts the data and stores it in the cloud. The cloud server re-encrypts it and splits into chunks and then store it into databases.
Download
When the user downloads the data, the data which were split are reconstructed by giving the desired secret key from the data owner and then the desired data is enabled to download. This makes the verification of the authenticated data user by providing the secret key.
C. Algorithm Used RSA algorithm is used for generation of keys. Basically, it is use a combination of keys to generate the secret key which is impossible for the intruders to find the original key.
The Merkle Hash Tree Algorithm is used to provide security and to ensure reliability.
Pick a file of binary data and stripe it into chunks and then make a hash digest for each of the chunks generated from the split files. Arrange these in the same order as the content in the file. leaving an empty space after each chunk hash, for the other hashes. Adding up of each pair of chunk of hash values, moving up a row or in the same level the new hash digest to be inserted in the tree between two hashed chunks. Repeat across the whole file. There will be a spare slot present on left and this keeps moving a level up in the tree later. Now hash digest values are hashed from the second layer. Repeat this process using only the newly generated hashes, across the whole file. Continue this process until there is a single hash digest left in the entire tree.
IV. RESULTS AND DISCUSSIONS
This project covers the problems of security and reliability. Securing the data access in cloud is done by using two-layer encryption methodology.
The file is not directly saved in the cloud. The Merkle Hash Tree algorithm is used where the file is split and hashing is done. This file is then stored in multi cloud. In case of any intruder trying to access the data or modify it, he is unable to view the actual content of the file. If the modification is done then during retrieval the XOR operation is done and the actual content of the file is never lost. We utilize the homomorphism linear authenticator and random masking to guarantee that the TPA would not learn any knowledge about the data content stored on the cloud server during the efficient auditing process, which not only eliminates of the cloud user from the tedious and possibly expensive auditing task, but also alleviates the users fear of their out sourced data leakage. The only drawback is the storage space. This project requires more storage space.
